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against modern threats in the retail industry
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The perfect storm of complexity and threats in retail:
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Infrastructure Complexity Ransomware Data
Attacks Loss

%

Downtime

49% 707 85% 1in4

of retailers do not a of retailers struggle with of organizations have been hot 27% of organizations paid the
business continuity plan multi-cloud complexity by ransomware ransom and never got their
data back

N AN

Complexity

.
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Simplified Cyber Kill Chain

Ransomware accounts for around 20 percent of all cyber crimes

Access Dwell time

Encryption

Reconnaissance, then
access via social
engineering and
exploiting known

vulnerabilities

Discover Resources, escalate

privileges, access credentials

evade defenses, and exfiltrate
data
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Late Friday night on
a long holiday
weekend,
encryption begins
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Resilience Throughout Your Data’s Lifecycle

Gl

Before During Backup Recovery



Resilience Throughout Your Data’s Lifecycle

@

Before

Veeam Incident API
Security & Compliance Analyzer
Data Observability & Analytics

Recon Scanner by Coveware

A pEmn g g Em—

p— — p— E—

1}
During Backup

Veeam Threat Center

Inline malware detection

File system activity analysis

Immutability

loC Tools Scanner
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Recovery

Secure Restore
YARA rule-based scanning

Veeam Threat Hunter

Orchestrated Restore &
Clean Room Recovery



Data Loss and
Ransomware
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Hardware-agnostic security with
Zero Trust Data Resilience (ZTDR)

Production

Iifl

Physical

dag
oD

Virtual

i

Cloud

RPC, SSL

NFS,isCsI

——

SNMP, Kerberos

- =

SSH, RDP

- =

CIFS, WMI

- =

Secure by design with Zero Trust Architecture

Backup Software Backup Storage — 3-2-1-1-0 Backup Rule

= =0

t 0
Backup Server Target storage Public Lm 'y

(]
&
t Cloud
== 2 AZD Veeam Vault
¥4
E = N8 Primary
S
= Data Center
Proxies — ﬂ
g Secondary Data
- Center _= Target storage
l v = Zero access
to root and OS
Agents
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Segmentation of
software & storage

Multiple data
resilience zones

Multiple data resiliency zones J

Immutable backupo
storage



Made more powerful by a robust Security partner ecosystem

Malware Detection &

Secure Restore

veeam
o Microsoft

Bitdefender

@ Symantec

Trelli!
SOPHOS
U McAfee
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Key Management
Systems

@ IBM Security
ifi Fortanix
THALES

@ ENTRUST
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A Azure ®
&3 Google Cloud @

owners

Security Incident and
Event Management

SOPHOS
splunk>

--------

&ROWDSTRIKE

Security Orchestration,

Automation
& Response

» Progress’

servicenow
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cisco XDR*

--------

Others

DARKTRACE
kyndryl
CONTINUITY
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Downtime and
Business Continuity
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Ransomware Recovery Process

Forensic Analysis and Recovery are the most time consuming

|dentify Attack Begin IR

Recovery

0O >

Initial reporting, determine
immediate scope.

Hours

Declare attack and activate
incident response plan.

Hours
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A

Ideally in parallel with forensic
analysis. Methodical restores
to mitigate risk of reinfection.
Must be to uncompromised
environment.

Days \ Weeks



Fastest Recovery Options

Instant Recovery VM / CDP Replication

Virtual and Physical Machines
Databases

NAS / Unstructured Data

VM Disks

Restore to the cloud

‘ Microsoft Azure

PN Amazon Web Services

‘ Google Cloud Platform

Storage
Snapshots

Storage
Replicas
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Recovery Orchestration

II G
30

Q

1 - Click Recovery
at scale

= Dynamic
ﬁ" Documentation

: ™

——

14

Automated Testing /

Clean Recovery

Compliance



Managing Hybrid
and Multi-Cloud
Environments
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Extensive Workload Coverage Unmatched in the Industry

s

vmw
VMware

aws

~—1
AWS

O

Oracle

SAd

HANA

SAP Hana

Broad Ecosystem Support

= ]u] — D
Qa0 —
Virtual Physical Apps

m % ¥ e
0 X DS
Microsoft Hyper-V Nutanix Proxmox Red Hat
A a) » O
H
Azure Google Cloud Microsoft Linux
0 4 ) AR IX
PostgreSQL MongoDB MySQL IBM AIX
m ® ©
NAS Object Storage Microsoft 365 Salesforce
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Containers

KVM

KVM

MacOS

O

Oracle Solaris

Kubernetes

~
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Agentless (Virtual)

Agent based (Physical)
Application consistency
Transaction log grooming
Enterprise Plugins
Unstructured Data

laaS / PaaS / Saas



Navigating the Journey: Choosing the Right Path

Like the different commuting options available with a GPS or a compass, Veeam provides four key areas
to help businesses achieve data freedom:
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Data Accelerate
Mobility Cloud

Hypervisor Migrate &
Flexibility Modernize

Make your Choice Go Forward No Lock-In Accelerate

. o . .
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Compliance and
Data Retention
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Proactive Intelligence at your fingertips

“I guarantee it will find something about your environment you didn't know.” — Rick Vanover
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veeam
Job History Mo e > B D@ v - @ o et Veeam Intelligence X
Descrpnon ~ = — Get real-time recommendations
o 1 el bty ) s LESCTpUon: Al MEWCS e Dack 10 norma
P m + Object Type: VSphereVm

« Object Name: VEEAM-PRX-LINUX-03
Backup Alarms Overview
Connection to ISCSI storage target failure
« Status: Error
« Description: iISCS| discovery failure
« Object Type: VSphereHost
«+ Object Name: esxi-zion-002 jorgedelacruz.es

Description

This eprt pronides an oven

pepor oo | ASemem
e

Scope Sackup e - P
Irte Tueskt] o rable Workloads These are just a few of the alarms currently in the system. Let me know if you need
““’m lr;i :;‘::n more details or specific alarms.
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VDC Vault

Secure cloud storage o
made easy

A fully-managed, secure cloud storage resource on Azure that eliminates the
headaches of managing infrastructure and unpredictable cloud cost models.

Just let us know how much you need, and we handle the rest.
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Veeam Backup Environment Security

Threat Center Dashboard in Veeam console

a) Security and health score of your data

aaaaaa

t t M M t Veeam Threat Center & refresn
rotection environmen - s e g
© ThestCenter 2uist R st s sus o 5 )
Overvies 2 2 0 REFS
# " ) 80.6%
7, Backup Hestmap.
{57 Jobs Calendar Platform Security Compliance

43.6% 86.1%
b) Threats identified by Veeam Anomaly @ fori
Detection or external threat detection
technologies

RPO Anomalies SLA Compliance Overview
SLA Status

88.89%

sssssss 18

© Succeeded 16

O Faied 2

c) Data protection SLA and RPO anomalies
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Confidential and Proprietary
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Follow us! Join the community hub:
inf X0 B | &
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