
© 2025 Veeam Software. Confidential information. All  rights reserved. All trademarks are the property of their respect ive own ers.

Beyond Backup
Comprehensive Data Resilience against modern threats in the retail industry
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The perfect storm of complexity and threats in retail:

ThreatsComplexity

Downtime

49%
of retailers do not a 

business continuity plan

Infrastructure Complexity

70% 
of retailers struggle with 
multi-cloud complexity

Data 
Loss

1 in 4
27% of organizations paid the 

ransom and never got their 
data back

Ransomware
Attacks

85%
of organizations have been hot 

by ransomware
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Ransomware accounts for around 20 percent of all cyber crimes

Simplified Cyber Kill Chain 

Dwell time

Discover Resources, escalate 
privileges, access credentials 

evade defenses, and exfiltrate 
data

Immediately
Pre-Encryption

Compromise backup 
System, Delete 

backups, snapshots, 
and DR replicas, stop 

services

Access

Reconnaissance, then 
access via social 
engineering and 
exploiting known 

vulnerabilities

Encryption

Late Friday night on 
a long holiday 

weekend, 
encryption begins
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Resilience Throughout Your Data’s Lifecycle

Before During Backup Recovery



© 2025 Veeam Software. Confidential information. All  rights reserved. All trademarks are the property of their respect ive own ers.

Resilience Throughout Your Data’s Lifecycle

Before During Backup Recovery

Veeam Incident API

Security & Compliance Analyzer

Data Observability & Analytics

Recon Scanner by Coveware

File system activity analysis

Immutability

IoC Tools Scanner

YARA rule-based scanning

Veeam Threat Hunter

Orchestrated Restore & 
Clean Room Recovery

Inline malware detection Secure Restore

Veeam Threat Center
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Data Loss and 
Ransomware
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Secure by design with Zero Trust Architecture 

Segmentation of 
software & storage

Multiple data 
resilience zones

Immutable backup 
storage

SNMP, Kerberos

CIFS, WMI

RPC, SSL

NFS, iSCSI

SSH, RDP

Multiple data resiliency zones

Production

Virtual

Cloud

Physical

Backup Software
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Proxies

Backup Server

Agents

Backup Storage – 3-2-1-1-0 Backup Rule

Secondary Data Center
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Primary 
Data Center

Zero access
to root and OS

Target storage

Hardware-agnostic security with 
Zero Trust Data Resilience (ZTDR)

Public 
Cloud

Veeam Vault

Target storage
Secondary Data 
Center
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Made more powerful by a robust Security partner ecosystem

XDR*

IBM Security

Malware Detection &
Secure Restore

Key Management 
Systems

Security Incident and 
Event Management

Security Orchestration, 
Automation 
&  Response

Others

Azure
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Downtime and 
Business Continuity
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Forensic Analysis and Recovery are the most time consuming

Ransomware Recovery Process

Begin IR

Declare attack and activate 
incident response plan.

Hours

Cyber Forensics

External team arrives  
(Insurance, Government or 

Private), does forensic 
analysis, establishes 
timelines and TTPs, 
eradicates threats

Days \ Weeks

Identify Attack

Initial reporting, determine 
immediate scope.

Hours

Recovery

Ideally in parallel with forensic 
analysis. Methodical restores 
to mitigate risk of reinfection. 
Must be to uncompromised 

environment.

Days \ Weeks
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Fastest Recovery Options

Storage Integration

Storage 
Snapshots

Storage 
Replicas

Instant Recovery

Virtual and Physical  Machines

Databases

NAS / Unstructured Data

VM Disks

Restore to the cloud

Microsoft Azure

Amazon Web Services

Google Cloud Platform

VM / CDP Replication
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Dynamic 
Documentation

Recovery Orchestration

Compliance

1 - Click Recovery 
at scale

Automated Testing / 
Clean Recovery
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Managing Hybrid
and Multi-Cloud 
Environments
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Extensive Workload Coverage Unmatched in the Industry

• Agentless (Virtual)

• Agent based (Physical)

• Application consistency

• Transaction log grooming

• Enterprise Plugins

• Unstructured Data

• IaaS / PaaS / SaaS
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Like the different commuting options available with a GPS or a compass, Veeam provides four key areas 
to help businesses achieve data freedom:

Navigating the Journey: Choosing the Right Path

Hypervisor
Flexibility

Make your Choice

Migrate & 
Modernize

Go Forward

Data 
Mobility

No Lock-In

Accelerate
Cloud

Accelerate
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Compliance and 
Data Retention
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Proactive Intelligence at your fingertips

“I guarantee it will find something about your environment you didn't know.” – Rick Vanover

Empower Users
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VDC Vault
Secure cloud storage 

made easy

A fully-managed, secure cloud storage resource on Azure that eliminates the 
headaches of managing infrastructure and unpredictable cloud cost models.

Just let us know how much you need, and we handle the rest.
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Threat Center Dashboard in Veeam console

Veeam Backup Environment Security 

Confidential and Proprietary

a) Security and health score of your data 
protection environment

b) Threats identified by Veeam Anomaly  
Detection or external threat detection 
technologies

c) Data protection SLA and RPO anomalies



Follow us! Join the community hub:
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